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oVirt Engine

Large scale, centralized
management for server and
desktop virtualization

Based on leading performance,
scalability and security
Infrastructure technologies
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Kenrel-based Virtual Machine (KVM) OViTt

Included in Linux kernel since 2006

» Runs Linux, Windows and other |
operating system guests 'Sy ey

N

Applications

iir
Virtual Virtual
Machine Machine

* Advanced features
* Live migration
= Memory page sharing
* Thin provisioning

» PCI Pass-through (inted VX

AMDZ1 AMD-V

« KVM architecture provides high
“feature-velocity” — leverages the x86 Hardware
power of Linux
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Linux as a Hypervisor? OViTt

What makes up a hypervisor ?

Hardware management
Device drivers

/O Stack

Resource Management
Scheduling

Access Control

Power Management
Memory Manager

Device Model (emulation)

Virtual Machine Monitor
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Linux as a Hypervisor? OViT’[

What makes up a hypervisor ?

Hardware management
Device drivers

I/O Stack

Resource Management Operating System Kernel
Scheduling

Access Control

Power Management
Memory Manager
Device Model (emulation)

Virtual Machine Monitor
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Linux as a Hypervisor? OViTt

How well does Linux perform as a hypervisor?
Isn't Linux a general purpose operating system?

Linux is architected to scale from the smallest embedded
systems through to the largest multi-socket servers

From cell phones through to mainframes

KVM benefits from mature, time tested infrastructure

Powerful, scalable memory manager

Robust security infrastructure

High performance network stack

Versatile storage infrastructure — ISCSI, FC, NAS, multipath, etc
Rich ecosystem of supported hardware systems
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Linux as a Hypervisor? OViTt

How well does Linux perform as a hypervisor?
Isn't Linux a general purpose operating system?

Over the last 4 years features have been added to Linux to
provide a

better infrastructure for a hypervisor

Scheduler enhancements
Improved scalablility and reduced latency

Enhancements to memory manager
Advanced features such as memory page sharing and
compression

Improvements to Block I/O subsystem

Better performance, automated alignment, etc
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Red Hat Enterprise Virtualization .
Performance and Scalability OV]rt

SPECVvirt sc2010

S_pec' Vendor neutral virtualizaztion benchmarks
Comprised of application specific benchmarks running inside “tiles”

Each tile runs 6 virtual machines

* Application Server

Database Server

Mail Server
Web Server
1\ 1 System Under Test (SUT) 1k

Infrastructure Server sl — s C T e —

Client Hardware

e M S Virtualization Layer and Hardware

Idle Server

Each VM runs a benchmark, eg SpecWeb, SPECjAppServer,SPECmail
and must meet specifi
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Red Hat Enterprise Virtualization .
Performance and Scalability OV]rt

SPECVvirt sc2010

spec
P KVM leads the pack in 2, 4, 8 socket systems for SPECVvirt

Including the largest benchmark results with over 400 Vms
Score : 7067 @ 432 VMs (72 tiles)

Processor: Intel Xeon E7-4870 (80 cores, 8 chips, 10 cores/chip, 2 threads/core)
Memory: 2 TB (128 x 16 GB, Quad Rank x4 PC3-8500 CL7 ECC DDR3 1066MHz LP RDIMM)

http://www.spec.org/virt_sc2010/
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Red Hat Enterprise Virtualization
Competitive Landscape

Test Center Scorecard
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oVirt

InfoWorld “shootout” 2011

— Independent analysis of
leading virtualization
platforms

— After <18 months Red Hat
has overtaken Citrix &
Microsoft in performance and
functionality

http://bit.ly/virtshootout
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Security OVth

oVirt inherits the security features of
Linux

SELinux security policy infrastructure

Provides protection and isolation
for virtual machines and host

Compromised virtual machine |
cannot access other VMs or host

sVirt Project ‘

Sub-project of NSA's SELinux
community. Provides “hardened”
hypervisors

Multilevel security. Isolate guests

Contain any hypervisor breaches
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oVirt Node OViTt

Standalone hypervisor
Small footprint < 100MB

Customized 'spin' of Fedora +
KVM

‘Just enough' Fedora to run virtual
machines

Runs on all RHEL hardware
with Intel VT/AMD-V CPUs

Easy to install, configure and upgrade

PXE boot, USB boot, CD or Hard
drive

ENTERPRISE
W, VIRTUALIZATION
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oVirt Node vs. Full Host OViTt

oVirt Node
Less than 100 MB
Pre-configured, no Linux skills
needed.

Full Host

- Flexible
Add monitoring agents, scripts
etc. Leverage existing Fedora
infrastructure.
Hybrid mode capable
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Ovirt Engine OViTt

q | ‘E?IRTTES:SIZSAETION Logged in uger: rhevadmin | Sign out | Configure | About | Guide 4
Search: Host: x| 39 (GO
Expa"ud}‘«,ll Collapse All | il Data Centers Clusters Hosts Storage Virtual Machines Pools Templates Users Even Monitor

E |:| Mew ﬂl | Maintenzance | | | | Power Managemer'.tlv| | | Assign :395|

= B B Default Name HostlP Cluster Status Load Memory CPU Network SpmStatus

v = [3 Storage 4 alpha alpha.rhzv.lab.e Default Up i 1 VMs = 13% 0% 0% SPM

] gISD & beta beta.rhev.lab.er Default Up i T . e i MNone

Data . i .
-E ~ 4. gamma gamma.rhev.lat Default Up 0 WMs | 35 0% 0% Mone
E = Ly Clusters
& Lfj Default
= [J Hosts

]

- By al

L | alpha

[ beta
[J gamma
4 3
General Virtual Machines MNetwork Interfaces Host Hooks Permissions h-| Events

OS5 Version: RHEL - 65erver - 6.1.0.1.el6 Active VMs: 1 Physical Memony: 26041 MEB
Kernel Version: 2632 - 128.el6xB6_64 Memary Page Sharing:  Active Physical Memory - Freer 22921 MEB
KWW Version: 01212 - 2153.el6 Autcmatic Large Pages:  Off Swap Size! 24095 MEB
VDEM Version: 2.3.057 Mumber of CPUs: 16 Swap Size - Fres: 24095 MB
SPICE Versicn: 0.8.0-1elb CPU Marne: Intel Mehalem Family Shared Memony: 0%
15CSI Inibiator Mame:  1on.1934-05.com.redhat:cb6 CPU Type: Int=l(R) ¥=on(R) CPU
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Management Features 0\/th
Feawre

High Availability

Live Migration

System Scheduler
Power Saver
Maintenance Manager
Image Management
Monitoring & Reporting
OVF Import/Export

V2V

Restart guest VMs from failed hosts automatically on other hosts
Move running VM between hosts with zero downtime
Continuously load balance VMs based on resource usage/policies

Concentrate virtual machines on fewer servers during off-peak hours

No downtime for virtual machines during planned maintenance windows.
Hypervisor patching

Template based provisioning, thin provisioning and snapshots
For all objects in system — VM guests, hosts, networking, storage etc.
Import and export VMs and templates using OVF files

Convert VMs from VMware and RHEL/Xen to RHEV
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High Availability

Guests

Servers

LA

Hypervisor

Storage

oVirt

 Build a highly available enterprise
infrastructure

« Continually monitor host systems and

0 virtual machines

« Automatically restart virtual machines in
case of host failure

» » Restart virtual machine on another
FBEEY 2 node in the cluster

« Use live migration to “fail-back” a VM to
it's original host when the server is

restored

| / Edit Server Virtual Machine m‘

General ¥ Highly Available

Consale
Priority for Run/Migrate Queue:

Host O Low

High Availability = Medium

Boot Options € High

Custom Properties

oK Cancel
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Live Migration OViTt

Live migration without _ _ _
interruption. « Dynamically move virtual machines

between hosts

* No service interruption

Guests

-

el TR
B, 1y ] o
an

Hypervisor Hypervisor Migrate even I/O intensive workloads

such as databases
Servers Perform hardware maintenance
\ / without application downtime

Dynamically balance workloads
between host systems

« Applications continue to run

Storage

oVirt Engine Architecture 17



System Scheduler OViTt

critical!

@.

9

« Dynamically balance

20% 30% workloads in the data center.
A - Automatically live migrate
Guests % . Guests virtual machines based on

Hypervisor vaerwsor Hypervisor Hype‘r‘;risor resources

Servers @ @ Servers @ @  Define custom policies for
distribution of virtual machines
g g

Storage Storage

Maintain consistent resource usage across the
enterprise data center
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Power Saver

Guests

. Guests

. Hypervisor

Servers

Servers

Storage Storage

Define policies to optimize workload on a fewer number of servers during “off-
peak” hours
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Management Features 0\/th
Feawre

High Availability

Live Migration

System Scheduler
Power Saver
Maintenance Manager
Image Management
Monitoring & Reporting
OVF Import/Export

V2V

Restart guest VMs from failed hosts automatically on other hosts
Move running VM between hosts with zero downtime
Continuously load balance VMs based on resource usage/policies

Concentrate virtual machines on fewer servers during off-peak hours

No downtime for virtual machines during planned maintenance windows.
Hypervisor patching

Template based provisioning, thin provisioning and snapshots
For all objects in system — VM guests, hosts, networking, storage etc.
Import and export VMs and templates using OVF files

Convert VMs from VMware and RHEL/Xen to RHEV
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Virtual Desktop Infrastructure (VDI) O\/irt

Centralized management,
security and policy enforcement

Virtual desktops with user
experience of a physical PC

Multiple monitors
HD quality video

Bi-directional audio/video for
VolIP or video-conferencing

Smartcard support

USB support

Industry leading density of virtual
desktops/server
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Red Hat Enterprise Virtualization .
RHEV 3.0 Key Initiatives oVirt

Move from proprietary to open technologies

Remove dependency on Windows
(But maintain interoperability with Windows)

Deliver new features and releases in parallel

Build Open Source community project around open
virtualization
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History OViTt

Qumranet

KVM
SPICE
SolidICE --> RHEV-M C# --> RHEV-M Java --> oVirt

C# --> Java

using automatic conversion approach for core and Ul[1]
VDSM

oVirt Node

[1] http://Ipeer.blogspot.com/2010/04/switching-from-c-to-java.html
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Things have changed
Things have evolved
There are a lot of good ideas
There Is a lot to refactor/change/do
This i1s where we are

Let's get to work...

oVirt Engine Architecture
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Admin Portal

F ENTERPRISE
" | VIRTUALIZATION

Logged in user: vdecadmin | Sign out | Configure | About | Guide

Search: Vms: x| ¢ GO }
Esxpand Al | Coliapse Al | J Data Centers Clusters Hosts Storage Virtual Machines Pools Templates Users e 'EI Events W Monitor
E @S?Stem New Server | | Mew Deskiop | | Sdit | m ﬂ & ||| | Migrate E Guide Me| | Assign taps |
g = B dc-fc-23 Name Cluster Host IP Address Memory CPU Network  Display Status Uptime Logged-in User
P . @ Saraga 4 2kBr2-rhevm2z @] cluster-iscsi-23- nari12 0% - 13% L Spice Up 2h wdcadmin
EXPORT-IDAN .
] g A i [ baz-xp-1 /@] cluster-fc-23-N white-vdsh 0 ; &% 0% Spice Up 23 min vdcadmin
-fic-23- . . 3 i
-E @ sd-fc-23-01 | ] fep-blk-1 !}I cluster-fc-23-N IJC:-': 0% 0% Down
-] @ sd-is0-23 | | i1zcai-blk-1 @) cluster-iscsi-23- 0% 0% 0% Down
= [Uclusters I jboss-sry-1 @l cluster-fc-23-N white-vdsh 0% i 3% 0% Spice Up 2h
% & [ duster-fc-23-N u nfsvm @] cluster-nfs-23-1 bl e e Down
= e
= [J Hosts
[] white-vdsg
[] white-vdsh
= [B dc-iscsi-22
= [J Storage
@ sd-iscsi-22-01
= [Uclusters
= [f) duster-iscsi-22
= [ Hosts
[] white-vdsh
= [ dc-iscsi-23
= (3 Storage
13 sd-iscsi-23-01
@ sd-iscsi-23-02
a od-iso-23 General Network Interfaces Virtual Disks Snapshots Applications Permissions r\] Events
= [UCIusters Name: baz-xp-1 Defined Memory: 2048 MB Crigin: RHEV
T Description: Physical Memary Guarantesd: 2048 MB Run Omn: Amy Host in Cluster
o Tamplata: Xp-5p3-wu Murnber of CPU Coras: 1 (1 Sockets, 1 Cores per Sockst) Custom Propearties:  Mot-Configurad
= [ Hosts Operating System: Windows XP Mumber of Monitors: 1 Domain: ga.lab.thv.redhat.com
: afault Display Type: Spice iy na ime Zona: ndard Time
0 naril1 Default Display T Spi LISE Poli Enzbled Time Z GMT Standard Ti
; Resides on Storage Domain:  sd-fc-23-02
{J nari12
# [§ de-nfs-23

# [§ Default

Last Message: «° 2011-May-02, 12:53 User vdcadmin logged in.



User Portal OViTt

@ PEE

File Edit View History Bookmarks Tools Help

o v 5 i [ http:/fecohen.usersys.redhat.com:8080/UserPortal/com.redhat.rhevm.userportal.UserPortal /UserPortal .htmil V] [-‘]v -f‘]

Most Visitedv [g]Release Notes [ Fedora Projectv [EJRed Hatv [E]Free Contentv

| <., RHEVM User Portal | +

Red Hat Enterprise Virtualization

User: userportall | Sign out | Guide | About

Firstvm1 Lebl manPool-1

FirstVYM1

First VM

0s: WindowsXP
Defined Memory : 256MB
Num of Cores : 1 (1 Sockets, 1 Cores per Socket)

Professional

Powering Up Machine is Ready
u u 3 Drives:

Disk1: <1GB/1GB
Disk 2: <1GB/1GBE

Done
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Power User Portal - VM's
@

File Edit View History Bookmarks Tools Help

&o v (& o [:'_'; http:/fecohen.usersys.redhat.com:8080/UserPortal/com.redhat.rhevm.userportal.UserPortal /;UserPortal .ntmil v [-' v -1:»?'};]
Most Visited~ [g]Release Notes [EjFedora Project [E]Red Hatv [E]Free Contentv
i, RHEVM User Portal | v
Wik, \Q\
Red Hat Enterprise Virtualization # R
~y A User vdcadmin | Sign out | Guide | About G = Extended I oo
)
| New Server New Deskiop o
Templates = W Firstym1 (First VM) L] | spice I li
Resources -."-o. D
by B LinuxPool Y spice | I
‘# . i L 5 ) =
RealLinux |1 O [ Pspcelv]
RealWindows7 (A Real One) b Spice |
sawiPool | | spice |7
E B SecondVM 3 | Spice [~
| 3 - O'I. =
e ] dannv-yvmill p Spige [+ | L=
General Virtual Disks Permissions Applications
Name; LinuxPool Defined Memory: 256 MB Run On: Any Host in Cluster
Description: Physical Memory Guaranteed: 256 MBE
Template: Linux Template Mumber of CPU Cores: 1(1 Sockets, 1 Cores per Socket)
Operating System:; Red Hat Enterprise Linux 5.x Number of Monitors: 1
Default Display Type: Spice USB Policy: Disabled
Done #

oVirt Engine Architecture 27



Add Virtual Machine O\/il‘t

New Server Virtual Machine /m

General Mew Server Virtual Machine

~
Console General New Server Virtual Machine I
Host General Run On:

High Availability HOSt Console @ Any Hostin Cluster
i ilabili Specific white-vdsc
Resource Alloc{ High Availabili _ L
Boot Options Resource Allocd High Availability o k‘ |
) Basasre Alloaation Run/Migration Options:
Custom Propert| B00t Options -
Custom Propert] Boot Options

[] Do not migrate VW
Custom Properties

OK | Cancel |
- 4
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Power User Portal - Resources OVth

File Edit View History Bookmarks Tools Help

o v \j ] [., http:/fecohen.usersys.redhat.com:8080/UserPortal/com.redhat.rhevm.userportal.UserPortal/UserPortal.html VI 3~ i"-l
Most Visitedv [g|Release Notes [ Fedora Project~ [E]Red Hatv [E]Free Contentv
£ RHEVM User Portal | + ~

Red Hat Enterprise Virtualization
User: vdeadmin | Sign out | Guide | About

Exteﬁded

VM's > | Virtual Machines: VCPU's: = Memory:

B 8% B 8% [ | 49
Templates ) ) )

Defined VMs: 12 Defined vCPUs: 12 Defined Memory:6GB

Running WMs:1 Used vCPUs: 1 Memory Usage: 256MB

“~ Storage:
= Total Size: 44GB
MNumber of Snapshots: 14

Total Size of Snapshots: 3GB

VmMName Disks Size Snapshots Total Size of Snaphshots
%) secondvm 2 11GB 1 0 [
= @ fromBilank 2 2GB 1 0
= Diskl 1GB 1 0
=== Disk2 1GB 1 0 =
= @ RealWindows7 1 15GB 2 &
= Diskl 15GB 2 6
[ newdeskkk 0 0GB 0 0 =
= I desk-2-disks3 1 1GB 1 0
= Diskl 1GB 1 0
@ RealLinux 1 10GB 1 1

Done

oVirt Engine Architecture 29



oVirt High Level Architecture

Postgres%J
o f
IPA MJ

hared Storage

"

?

|/ Yy
I g
Guest agent ”muest agent‘”ll’

Linux VM LII_NWIH VM (‘“I

libvirt
VDSM
Host | Node

Local Storage

oVirt Engine Architecture

%“w

oVirt

SDK/CLI
python

User Portal

gwt

Admin Portal
gwt

~ client
\ 3

nux/Windows
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Engine Core (Backend) OViTt

y e g
Template Life
, SChedule, sna‘

Storage
Configuration & Monitoring

Network
| Configuration & Monitoring

j

4 y
& : y B 1? ‘
Host 1 \ Host | Host
“
egister/Install \Momtorlng Viai Fencing

4
i |
Authentication, Authorization Inventory
Audit

[
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Authentication

Builtin user admin@internal

AD, IPA integration
Kerberos authentication
LDAP - user info, group membership
Multiple domains, trusts, etc.
Cached for searches, not for login
Next
Open LDAP (patch ready)
Internal users (picketlink?)
Linux users?

oVirt Engine Architecture
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mailto:admin@internal

Multi Level Admin oVirt

Users
Groups
Roles
Permissions
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Multi Level Admin oVirt

Users

G ro u ps dd Users and Groups

earch: rhev.redhat.com

Roles T ————

userl@rhev.redhat.com

user2@rhev.redhat.com

&
. . &
P e rm I SS I 0 n S i rhev.redhat.com/Builtin/Users

oVirt Engine Architecture 34



Multi Level Admin

Users
Groups
Roles
Permissions

o ED ED To ED ED ED ED ED v o ED

Mew |

Show

& All Users

Mame

SuperUser
RHEWMUser
EHEVMPowerllser
ClusterAdmin
CataCenterAdmin
StorageAdmin
HostAdmin
MNetworkAdmin
Ymadmin
VYmPoclAdmin
Templateadmin

TemplateUser

oVirt Engine Architecture

3 ' Administrator Role

oVirt

& User Rale
Description

Roles management administrator
RHEWM user

RHEWM power user
Cluster administrator
Data Center administrator
Storage administrator
Host administrator
MNetwork administrator
Vm administrator
Vm-Pool admimistrator
Template administrator

Template User

35



Multi Level Admin

Users
Groups
Roles
Permissions

Edit Role
MName: | HostAdmin

Account Type: & Admin # User

Check Boxes to Allow Action

Expand All| | Collapse Al |

Description:

Host administrator

B I storage
B ¥ Configure Storage
IV Create
[¥ Delete
¥ Change Configuration
I+ Manipulate
[T Template
[ Cluster
B [ Host
B ¥ Configure Host
[¥ Create
i

oVirt Engine Architecture
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Multi Level Admin

Users
Groups
Roles
Permissions

dd System Permission to User

oVirt

Search: rhev.redhat.com - | user”

First Name Last Name

&
&
& rhev.redhat.com/Builtin/Users

Assign role to user: | ClusterAdmin

oVirt Engine Architecture

User Name

userl@rhev.redhat.com
user2@rhev.redhat.com

0K Cancel
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Multi Level Admin

Users
Groups
Roles
Permissions

i Configure

Roles System Permission
Mew | Edit| Copy

Show @ All Users gr Administrator Role & © User Rale

Name Description
(| 8 SuperUser Roles management administrator
@ & RHEVMUser RHEWM user
(%] 8 RHEVMPowerUser RHEWVM power user
il 8 ClusterAdmin Cluster administrator
i 8 DataCenterAdmin Data Center administrator
W 8 StorageAdmin Storage administrator
[ 8 HostAdmin Host administrator

Role's Permissions

User Object

(rhevadmin) [System)

Close

oVirt Engine Architecture
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Multi Level Admin oVirt

» Users
» Groups
Policy Hosts Virtual Machines Logical Networks Permissions
° R I ﬂ Remove
O eS User Role Inherited Permission
- - a (rhevadmin) SuperlUser (System)
L Pe rmISSIOnS &  (userl@rhev.redhat.com) RHEVMUser
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Database OViT’[

Moved from SQL Server to Postgres
JDBC based
Next

Hibernate
Scheme upgrade management
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REST API oVirt

New RESTful API for integration with oVirt Engine

REST interface exposed for all API functions
Developed in upstream RHEV-M API project (before oVirt)
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RHEVM-API Upstream Project oVirt

Community project to deliver RESTful API for RHEV 2.2

fedorn

HOSTED https://fedorahosted.org/rhevm-api/

Provides preview of 3.0 RESTful API

Draft implementation of new API
Runs on RHEL 2.2 wraps PowerShell

Allows early testing of API for customers and partners
3.0 Implementation based on Java backend engine

Wil be consolidated into oVirt
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https://fedorahosted.org/rhevm-api/

rhevm-api'- Trac -'Mozilla Firefox

File Edit View History Bookmarks Tools Help

o v (& 0 @ RIENEREEER https:/fedorahosted.org/rhevm-api/ v| [*@v |Google @&]
| 4% rhevm-api - Trac | # v
6. .
fedora.
HOSTED searn
START A PROJECT. WATCH IT GROW. Login | Settings | Help/Guide @ About Trac
| ' Timeline || Roadmap | Browse Source | View Tickets |' Search |
Start Page Index by Titke Index by Date Last Change
RHEV-M API Definition

This is an effort to define an official REST API for RHEV-M.
See =+ here for the API reference guide.
Download a milestones release and follow =2 this installation guide to get started.

There are three parts to the project:

1. The = REST API definition - Java interfaces defining the APl methods and base classes defining the API's object model. These are annotated with JAX-WS and JAXE annotations.

2. A PowerShell wrapper implementation - a servlet implementing the API by wrapping the RHEV-M 2.2 PowerShell API.
3. A mock implementation - a servlet implementing the API using mocked-up resources. This allows one to experiment with the API without needing a RHEV-M installation.

It is planned that a future version of RHEWV-M will implement the API without wrapping the existing Powershell API.

REST APIReference

o S HTML
+ = Single Page HTML
= = PDF

Python API

In addition to remote access protocols like the REST "API", we are developing a reference API library for coding access. These may use the REST protocol or not as needed. The goal of the API library is to present the RHEV-M objects in
a form that will be most comfortable for the developer in the target language. As much as is reasonable communications and API internals should be hidden.

= Python API
Disclaimers
The API definition is in its early stages. It may yet change substantially before being becoming the the official APIL
The PowerShell wrapper is for experimentation only and not a supported Red Hat solution.
Get Involved

See our Roadmap and = issues list

Done

ED (<]
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RESTful Web Service oVirt

Stands for Representational State Transfer

Modeling entity actions around HTTP verbs
GET
PUT
POST
DELETE

Still uses 'actions’ for some state changes
Self describes — entity navigation and actions
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Welcome - OViTt

File Edit View History Bookmarks Tools Help

o v @ @ |™ http://10.35.1.171/rhevm-api v| [*gv|Google @,
ﬁ http://10.35.1.171/rhevm-api | * v
—<api> 4

<link rel="capabilities" href="/rhevm-api/capabilities"/>
<link rel="clusters" href="/rhevm-api/clusters"/>
<link rel="clusters/search" href="/rhevm-api/clusters?search={query}"/> L
<link rel="datacenters" href="/rhevm-api/datacenters"/>
<link rel="datacenters/search" href="/rhevm-api/datacenters?search={query}"/>
<link rel="events" href="/rhevm-api/events"/>
i ="events/search" href="/rhevni-api nts?search={query}"/> ]

<link rel="hosts" href="/rhevm-api/hosts"/>
T ="hosts/search" href="/rhevi.api s?search={query}"/>
<link rel="networks" href="/rhevm-api/networks"/>
<link rel="roles" href="/rhevm-api/roles"/>
<link rel="storagedomains" href="/rhevm-api/storagedomains"/>
<link rel="storagedomains/search" href="/rhevm-api/storagedomains?search={query}"/>
<link rel="tags" href="/rhevm-api/tags"/>
<link rel="templates" href="/rhevm-api/templates"/>
<link rel="templates/search" href="/rhevm-api/ftemplates?search={query}"/>
<link rel="users" href="/rhevm-api/users"/>
<link rel="groups" href="/rhevm-api/groups"/>
<link rel="domains" href="/rhevm-api/domains"/>
<link rel="vmpools" href="/rhevm-api/vmpools"/>
<link rel="vmpools/search" href="/rhevm-api/vmpools?search={query}"/>
<link rel="vms" href="/rhevm-api/vms"/>
<link rel="vms/search" href="/rhevm-api/vms?search={query}"/>
<system_version revision="428" build="0" minor="6" major="4"/>
—<summary>
—<Vms:>
<total>22</total>
<active>b</active>
</ vms=>
—<hosts>
<total>6</total>
<active>5</active>
</hosts>
—<users>

TR, PR TRy TR,

[«]

Done
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Hosts Collection OViTt

File Edit View History Bookmarks Tools Help

o v & @ [™ hittp://10.35.1.171/thevm-api/hosts v| [*gv|Google @,
’_! http://10.35.1.1...thevm-api/hosts | % v
—<hosts> £
—<host id="15896dce-edd0-415c-a524-c9b02f278895" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895"> B
<name>narill</mame=>
—<actions>
<link rel="install" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/install"/>
<link rel="activate" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/activate"/>
<link rel="fence" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/fence"/> L4

<link rel="deactivate" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/deactivate"/>
<link rel="approve" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/approve"/>
<link rel="iscsilogin" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-cOb02f278895/iscsilogin"/>
<link rel="iscsidiscover" href="/frhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895fiscsidiscover"/>
<link rel="commitnetconfig" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9h02f278895/commitnetconfig"/=>
<:;‘actlons >
b ei="5torage" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-cIb =Ts
<link rel—"mcs" href—"frhevm apu’hostsflSSQﬁdce -edd0-415c- 3524 cgb02f278895m1c:s
<lin S " irhevm-api/ho 06dce-eddQ-4 c0b8 8695/tags"/>
<link ml—"permlssmns" href="/rhevm- apu’hostsfl5896dc§—edd0-415c: @524-c9b02f278895/permissions"/>
<link rel="statistics" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/statistics"/>
<address>narill.eng.lab.tlv.redhat.com</address>
<status>UP</status>
<cluster id="4a5baf0e-7c6d-4d75-9aba-d60f3a188d0b" href="/rhevm-api/clusters/4da5bafle-7c6d-4d75-9aba-d60f3a188d0b"/>
<port>54321</port>
<storage_manager>false</storage_manager>
—<power_management>
<enabled>false</enabled>
<options/>
</power_ management=
—<ksm>
<enabled>false</enabled>
</ksm>
—<transparent_hugepages=>
<enabled>true</enabled>
</transparent_hugepages=>
—<iscsi>
<m11]ator>1qn 1994-05.com.redhat:a7afc41a35b0</initiator>

torage"/>

\
i
)
)
s
f
[<]

Done

oVirt Engine Architecture 46



Host networks collection 0\/th

@ mEE
File Edit View History Bookmarks Tools Help

o v & o [! http://10.35.1.171/rhevm-api/hosts/15896dce-edd0-415¢-a524-c9b02f278895/nics V] [-"IV '-@?25]

| M http://10.35.1.1...002f278895/nics | # v

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<host_nics>
—<host_nic id="dbb39d06-3aef-468c-83e6-88eac0a3f346" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/nics/dbb39d06-3aef-468c-83e6-88eac0a3f346">
<name>eth0</mame>
—<actions>
<link rel="attach" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895kics/dbb39d06-3aef-468c-83e6-88eac0a3f346/attach"/>
<link rel="detach" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/nics/dbb39d06-3aef-468c-83e6-88eae0a3f346/detach"/>
</actions>
<link rel="statistics" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/nics/dbb39d06-3aef-468c-83e6-88eaela3f346/statistics" />
<host id="15896dce-edd0-415¢c-a524-c9b02f278895" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895"/>
—<network>
<name>rhevim</mame:>
</metwork>
<mac address="78:E7:D1:E4:8E:02"/>
<ip netmask="255.255.252.0" address="10.35.16.151"/>
</host_nic>
—<host_nic id="0d98b08c-9b42-45a4-a226-b7dd3f0854cf" href="/rhevm-api/hosts/15896dce-edd0-415¢c-a524-cOb02f278895/nics/0d98b08c-9b42-45a4-a226-b7dd3f0854cf">
<name>ethl <mame>
—<actions>
<link rel="attach" href="/rhevm-api/hosts/15896dce-edd0-415¢c-a524-cOb02f278895/nics/0d98b08c-9b42-45a4-a226-b7dd3f0854cf/attach"/>
<link rel="detach" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/nics/0d98b08c-9b42-45a4-a226-b7dd3f0854cf/detach"/>
</actions>
<link rel="statistics" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895/nics/0d98b08c-9bd2-45a4-a226-b7dd3f0854 cf/statistics"/>
<host id="15896dce-edd0-415¢c-a524-c9b02f278895" href="/rhevm-api/hosts/15896dce-edd0-415c-a524-c9b02f278895"/>
<mac address="78:E7:D1:E4:8E:93"/>
<ip netmask="" address=""/>
</host_nic>
</host_nics>

Done
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Create a Virtual Machine from a Template OV]Tt

POST http://10.35.1.1/rhevm-api/vms

<vm>
<pname>my_new_vm</name>
<cluster 1d="99408929-82cf-4dc7-a532-9d998063fa95" />
<template 1d="00000000-0000-0000-0000-000000000000" />
</vm>

curl -v -u "vdcadmin@ga.lab.tlv.redhat.com"

-H "Content-type: application/xml"

-d '<vm><name>my_new_vm</name><cluster id="99408929-82cf-4dc7-
a532-9d998063fa95" /><template id="00000000-0000-0000-0000-
000000000000"/></vm>"'

'http://10.35.1.1/rhevm-api/vms'
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Changing a property OViTt

PUT http://10.35.1.1/rhevm-api/vms/2496al77-e7c8-
4182-bf3d-2d0f73444990

<vVvm>
<name>test vm_new_name</name>
</vm>

echo "<vm><name>test vm_new_namel</name></vm>" > /tmp/upload.xml
curl -v -u "vdcadmin@ga.lab.tlv.redhat.com"
-H "Content-type: application/xml"

-T /tmp/upload.xmi
'http://10.35.1.1/rhevm-api/vms/2496al177-e7c8-4182-bf3d-2d0f73444990'
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Adding a Virtual Disk oVirt

POST
http://10.35.1.1/rhevm-api/vms/2496al77-e7c8-4f82-bf3d-:

<disk>
<storage_domain id="3e1c96f0-8667-4a80-9689-af1337395dea" href="/rhevm-
api/storagedomains/3el1c96f0-8667-4a80-9689-af1337395dea" />
<size>1073741824</size>
<type>system</type>
<interface>virtio</interface>
<format>raw</format>
<sparse>true</sparse>
<bootable>true</bootable>
<wipe_after delete>false</wipe after delete>
<propagate_errors>false</propagate_errors>
</disk>

curl -v -u "vdcadmin@aqa.lab.tlv.redhat.com"”
-H "Content-type: application/xml"
-d '<disk>...</disk>" http://...
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http://10.35.1.1/rhevm-api/vms/2496a177-e7c8-4f82-bf3d-2d0f73444990/disks

What Else? OViTt

Data warehouse
Reports (based on jasperforge.orqg)
Tools

Notifications
Config

Iso uploader
Log collector
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oVirt Data Warehouse OViTt

ETL based on talendforge.org
Periodic polling from operational DB

Types of data

Config with version tracking
Statistics — aggregated hourly/daily
API Is view based
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Talend Studio

oVirt

|| % @ |0 A |@ & | [01)[50% [v]] (8 Leam K Ask S ungrade! = %5 Debug | ¢ Data Inte...
{5 Repository 2 = 8 | £ Job HistoryETL 3.0 3 =0 ?
O |[— 7 T : : : : . -
{i¥ Business Models | e B | trecnade;
- &Joh Dasigns o3 JMain) .. )
£ AggregationToDaily 3.0 e iconfertions 3
&AggrlegatlcTnToHourly 3.0 r IR
£ Configurationsync 3.0 gy Mmmaerorcre | tare1
4 DailyTimekeepingjob 3.0 ST -
£h DeleteTimeKeepingJob 3.0 ﬁ_mmwmﬁhumm E
£ HistoryDelete 3.0 [
ﬁHiStOWErL 3.0 1 umg;u_smmmmf:m_ w3
£ HostConfigCheck 3.0 [ | =
- . Jap
£ HourlyTimeKeepingjob 3.0 .
£ MinimalversionCheck 3.0 T o
4 ParallelRun 3.0 iy
&Sampleﬂunjobs30 FEEws—- 0 0 N . L et
a SampleTimeKeepingJob 3.0 J| . Pt e
EPostjon 1 roliback_close_ovirt: roliback_close_sampie_history roilback_close_hourly_history roliback_close_daily_fistory roiiback_close_debete history 3
0= Outline 2 & Code Vieweﬂ = 0|z B
Designer| Code
& :
b tContextLoad 1 i[5 Job(HistoryETL 3.0) (ﬂ Contexts{)ob Histor ( Component (I]b Run (Job HistoryETL (I. Talend Exchange(E_t Problems &2 T Job Hierarchy}:langFessw =0
b tFileDelete 1_ 0 errors, 0 wamings, 0 infos -
I» tFilelnputProperties_1 Description Resource
I» tJDBCConnection_1 {sample_ovirt_histc .
b tDBCC ction 2 . Errors (0 items)
b tjDBcconnedfon_?,(:ng:-lne} irt hist %= Wamings (0 items)
onnection ourly_ovirt_histol .
J . ( . Y‘_ - %= Infos (0 items)
I fJDBCConnection_4 (daily_ovirt_history
b fDBCConnection_5 (delete_ovirt_histoi
T [>]
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oVirt Reports OViTt

Jasper allows to import/export reports definitions
Rich reporting engine

Report scheduling

Filters

Export to various formats
Report creation studio

Next

Integrated in web admin
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oVirt Reports
OVIrt . R

3 View Manage -

I Folders Repository

Sl root Run/Edit | Open Co Cut | Paste Delete

Active Virtual Machines by OS5 (BR18)
Jorganizations/ovirtreports/Reports/Executive
Jactive_wvms_by_os _brlg

5l Organizations
55l oVirt Reports
(= Reports Cluster Capactity Vs Usage (BR19)

Jorganizations/ovirtreports/Reports/Executive
Jcluster_capactity_ws_usage_brl9

Inventory

fal Service Level
Host OS Break Down (BR22)

Trend Jorganizations/ovirtreports/Reports/Executive
Jhost_os_break_down_BR22
Summary of Host Usage Resources (BR17)

—- Jorganizations/ovirtreports/Reports/Executive
[z temp Jsummary_of_host_usage_resources_bri7

—
Resources

Sl Themes

default

ovirt-reports-them

The report contains comparative measurements
number of running virtual machines and OS5 usage
in for a selected cluster and a selected virtual
machine's type within the requested period.

This report contains charts displaying host's
resources usage measurements (CPU core;
physical Memory) and charts displaying virtual
machine’s resocurces usage measurements (virtual
machine's total wCPU; Wirtual Memory size) for a
selected cluster.

This report contains a table and a chart displaying
the number of hosts for each OS5 version for a
selected cluster within a requested period.

The report contains a scattered chart of CPU and

memory usage data within a requested pericd and
for a selected cluster.

oVirt

ovirt-admin | Lot

Sort By: Name | Modified Date

Cctober 18

October 18

Cctober 18

October 18
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oVirt Reports OViTt

OVirt Input Controls

oVirt Reports Oct 31, 2011 |
Active Virtual Machines by OS in Clusters of Data Center Default * Show Deleted Entities?:
Yes o]
Criteri Datacenter: Default Date Range: 2011-08-01 - 2011-10-31 VM Type: All
riceria:
Cluster: All Period: Quarterly Show Deleted Virtual Machines: Yes * Data Center:
| RHEVM-3 -
RHEL vs Other Linux OS5 Distribution of Windows Versions
30 10 -
* Cluster:
25 - 75 - | RHEVM-3 =
] J
20 - W 1
I
i #* | * VM Type:

11 Aug 25 Aug 08 Sep 22 Sep 06 Oct 20 Oct

15 ] .

10 - 2.5- j‘\_% | server 2|
5- o- B —

u.

* Period Range: )

11Aug 25Aug O0BSep 2ZZSep 06 Oct 20 Oct Date (Monthly 7
Date B Windows XP B Windows 7 ® Windows 7 x64 Windows Z008R2 =64 i
B RHEL B Other Linux B Windows 2008 B Windows 2003 B Windows 2008 x54
* Select Month:
RHEL vs Windows OS Virtual Machines With Known 05 vs Unknown OS | August 2011 Z |

30 - 60 -

b = * Start Date:

20 - 40 -
W W
£ 15 £ 3.
3 3

10 - 20 - * End Date:

5 10 -
0 0- —_—
11 Aug 25 Aug 08 Sep 22 Sep 06 Oct 20 Oct 11 Aug 25 Aug 08 Sep 22 Sep 06 Oct 20 Oct
Date Date
B RHEL Windows B Unknown OS B Krnown 05
0K Reset Cancel l
Fa
Page 1of 1
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Notification Service OViTt

oVirt allows registration to certain audit events

The notification service sends emails per audit
message to relevant users i Evert Notreaton i
AISO mOnltOrS englne ItSGlf Select the Events for Notification:

Expand &l | | Collapse All |

| v

= [T Host
5 [ Host is non-responsive
[ Host was switched to Maintenance Mode
[ Failed to switch Host to Maintenance mode
[ Failed to activate Host
[ Host failed to recover
[ Failed to approve Host
" Host installation failed
(B[ Vm
[” VM cannot be found on Host
I Starting migration of VM
I Migration failed
" VM is not responding
= I Storage
I Slow storage response time —
I” Failed to access Storage
|I: Low disk space

Mail Recipient:

(0] 4 Cancel
.
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Configuration tool OViTt

The configuration utility allows changing oVirt
advanced configuration options

Sample commands
engine-config --list
engine-config --get <key name>
engine-config -all
engine-config --set <key name>=<value>

Special config for authentication domains:
manage-domains
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ISO Uploader OViTt

Iso uploader is a utility to upload iso files to the iso
domain, to allow bootstrapping guests from them

Admin can just copy the files to the iso domain
Supports both scp and nfs based copies

Integrates with the REST API to allow using storage
domain name instead of specific NFS path
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Log Collector OViTt

The log collector utility helps collecting logs and
configuration data for troubleshooting

Written as a linux script launching sos plugins
Collects the data from engine and nodes
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oVirt Guest Agent OViT’[

The guest agent provides additional information to
oVirt Engine, such as guest memory usage, guest Ip
address, installed applications and sso.

Python code, available for both linux and windows
guests

Communication is done over virtio-serial

SSO for windows is based on a gina module for XP
and a credential provider for windows 7

SSO for RHEL 6 is based on a PAM module with
support for both KDE and Gnome
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Guest OViTt

IIIIII

a e ] v e
_
AT




RHEV-M Guest Agent - SSO for RHEL oVirt

virti rial
RHEV-agent
A\
Plug-in
Greeteris APl Abstract socket

Greeter

PA@M \/

PAM PAM Module

PAM Stack
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oVirt Host Agent - VDSM oVirt

Covers all functionality required by oVirt Engine
Configures host, networking and shared storage
Uses libvirt for VM life cycle operations
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oVirt Host Agent - VDSM

Guest Agent

QEMU/KVM
libvirt l

hooks

Host Storage Network VM
Config & Config & Config & Config &
Monitor Monitor Monitor Monitor

oVirt Engine Architecture
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oVirt

virto-serial
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oVirt Storage OViTt

VDSM manages a Storage Pool, comprised of Storage Domains

Storage Pool - a VM repository that contains meta data about
storage domains, storage tasks, VMs, locks, etc.

Storage Domain - a disk image repository
Disk Image - a collection of volumes (chain of snapshots)

Volume - stored as files in NFS, and as Logical Volumes for
FC/iScsi

Thin provisioning for SAN supported (storage mailbox based)
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Storage Pool Manager OViT’[

The SPM runs on an arbitrary host (chosen by oVirt Engine)
oVirt Engine requires SPM to be running in order to add storage

If SPM host dies/disappears, RHEV-M causes SPM to start on a
different host
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oVirt Storage “Clustering” OVth

A Storage Pool is implemented as a managed cluster

Manager Is oVirt Engine, running on a node external to
the hosts using the storage pool

Heartbeats and fencing are used in case of node failures

Storage based leased locks used as another layer of
protection

Clustering wise - VMs are mostly single reader/writer -
locks mostly needed to handle failures

Can easily create a cluster of >100 nodes

oVirt Engine Architecture 68



Hooks OViT’[

“Hook” mechanism for customization

Allows administrator to define scripts to modify VM operation

eg. Add extra options such as CPU pinning, watchdog device,
direct LUN access, etc

Allows oVirt to be extended for new KVM features before full
Integration is done

An easy way to test a new kvm/libvirt/linux feature
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Hooks OViTt

= Backend

Q Red Hat Enterprise Linux

libvirt libvirt

RHEL Host RHEV Hypervisor
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Hooks OViTt

Hook scripts

[E script
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Hooks OViT’[

Hook scripts are called at specific VM lifecycle events

VDSM (management agent) Start
Before VM start

After VM start

Before VM migration in/out

After VM migration in/out

Before and After VM Pause
Before and After VM Continue
Before and After VM Hibernate
Before and After VM resume from hibernate
On VM stop

On VDSM Stop

Hooks can modify a virtual machines XML definition before VM start

Hooks can run system commands — eg. Apply firewall rule to VM
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Hooks OVil‘

§ Edit Server Virtual Machine m—

General Custom Properties

Consale

Host

High availability
Resource Allocation

Boot Opticns

Custom Properties

OK Cancel
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Hooks
Hooks installed in /usr/libexec/vdsm/hooks

[rootPhostl “1# cd ~Ausr-libexec/wdsm-hooks.
[rootPhostl hooks1H# 1s -1

Z root root 4896 : after_vd=sm_stop
Z root root 4896 : after_vm_cont
Z root root 4896 : after_vm_dehibernate
Z root root 4896 : after_vm_destroy
Z root root 4896 : after_vm_hihernate
Z root root 4896 : after_vm_migrate_destination
Z root root 4896 : after_vm_migrate_source
Z root root 4896 : after_vm_pause
Z root root 4896 : after_vm_start
Z root root 4896 : before _wdsm_start
Z root root 4896 : before_wm_cont
Z root root 4896 : before_wm_dehibernate
Z root root 4896 : before_wvm_hibernate
Z root root 4896 : before_vm_migrate_destination
Z root root 4896 : before_vm_migrate_source
Z root root 4896 : before_vm_pause
. ¢ root root 4896 : before_wvm_start
[rootPhostl hooks1#
General Virtual Machines MNetwork Interfaces Host Hooks Permissions
Event Name Script Name Property Name Property Value
before_wm_start 10_fagemu mds 2c352c04ecfoo:

oVirt Engine Architecture
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Hooks OViTt

Hook script
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Hooks OViTt

1 #1/usr/bin/python

import os

4 import sys <domain type='kvm'=

: f hooki <name=winZk8ri</name=

import traceback <uuid>aaal23ed-dce2-02ce-c90f-836e37cbaaal</uuid>
7 =memo ry=5242880</memory=

v <currentMemory=5242880</currentMemory=

pincpu usages =ycpu cpuset='0"'=l</vcpu

11 pincpu="2" (use the first cpu)

12 pincpu="1-4" {(use cpus 1-4)

12 pincpu="#a3" (dont use cpu 3)

14 pincpu="1-4,43,8" (or all together)

J_ = [

1

17 if os.environ.has_key{'pincpu').

18 try:

1 domxml = hooking. read_domxml()

21 vepu = domxml. getElementsByTaghame( ' vopu' ) [0]

23 if not vecpu.hasAttribute( 'pincpu'):

24 sys.stderr . write{'pincpu: pinning cpu fto: %s'n' % os.environ['pincpu']);

2 vepu, setAttribute( ' cpuset', os.environ['pincpu'])

2 hooking.write_domxml{domxml)

2 else:

28 sys.stderr . write{ ' 'pincpu: cpuset attribute is present in wvcpu, doing nothingin')
2 except:
¢ sys.stderr . write{ 'pincpu: [unexpected error]: %s‘n' % traceback.format_exc())
31 sys.exit(2)
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Sample Hooks OViT’[

CPU pinning Fileinject

SR/IOV Floppy

Smart card Hostusb

Direct LUN |solatedprivatevilan

Hugepages Numa

Promiscuous mode network interface Qos

Cisco VN-Link Scratchpad
smbios
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On the Horizon - Infra OViT’[

Engine — JBoss AS 7, modular lighter engine

Engine — custom hooks

Engine — vdsm communication protocol and transport
APl — non admin api

Reports — integrated in web admin

Code cleanups, refactoring, unitests, etc
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On the Horizon - Features OVth

Live snapshots Qbg/Qbh

Live storage migration virt-resize, pv-resize
Quotas Progress bars

Hot plug Stable pci addresses
Multiple storage domains Network types
Shared disks Backup API

IScsi disk SLA

Shared file system SDM

support

Many many more...
Storage array integration
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