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Offensive security helps to develop the security mindset

Hands-on experience with hacking tools and with access to vulnerable systems

Hacking challenges are fun

The importance of hacking challenges



Current projects



The challenge
Admin access to systems

Install OS and software of their choice

Freedom to explore with networking of systems

Hands on hacking and malware analysis and exploit development

Access to vulnerable systems to attack

Reset systems when things go wrong

Protect university infrastructure

Remote access to safe lab environments

Prevent plagiarism and unfair practice

...



Most ethical hacking is taught using static challenges

We have developed a unique solution: 

● a platform for generating randomized vulnerable systems 

SecGen generates randomised VMs, meaningful security challenges, and CTF 
scenarios

Randomised hacking challenges



SecGen use-cases include

Simulations of organizations with a mix of secure and insecure services; with 
desktop and servers; for simulated security audits;

Challenges for CTF events or CTF-style lab work;

Security lab exercises

Randomised hacking challenges



System overview



Uses VM templates as base-boxes, and provisions them with Vagrant and Puppet

Affinity groups and networks

Snapshots

Integration with oVirt



Hackerbot chatbot

● Students can IM the chatbot
● Hackerbot presents challenges to students
● Hackerbot attacks their VMs, students need to defend or investigate

Students found Hackerbot

● Fun and enjoyable
● Interesting and unique
● Enjoyed the instant feedback
● Usable (SUS)
● Motivating (IMMS)

Hackerbot



Hackerbot





Used to manage the provisioning of pools of VM Sets onto oVirt via SecGen

Acts as a portal for students to control and access their VMs running on oVirt

Capture the flag marking (percentage-based, time-based)

Late penalties and timed tests

Leaderboards

Remote access to our lab infrastructure

Automated marking of tests and tasks!

Unique features




